
This advert is open for application by external applicants.

  Equity Statement :Preference will be given to suitably qualified Applicants who are members of the
designated groups in line with the Employment Equity Plan and Targets of the Organisation/Operating
Division.

Applicants that are interested in applying for any of the advertised positions must apply by registering on the Careers section
of the Transnet Internet.  Please take care in completing all required details on the profile, and then apply for the position.

Alternative Application Methods: (Completed Curriculum Vitae to be submitted)

Post :

E-mail :

Fax :

The closing date is on 09.05.2023.  It is the responsibility of the applicant to ensure that HR has received the application
before the closing date of the advertisement.

Note: if you have not been contacted within 30 days of the closing date of this advertisement please consider your
application as unsuccessful.

Any questions regarding the application or recruitment process should be sent in writing to
VERONICA.MPAKANYANE@TRANSNET.NET.

We urge all our employees, clients, members of the public and our suppliers to report any kind of fraud or corruption at
Transnet. Call the hotline toll free number: 0800 003 056 or email Transnet@tip-offs.com

Operating Division :  Transnet Corporate Centre

Position Title :  (Re Advert) Security Architect X2

Employee Group :  Permanent

Department :  ICT

Location :  Johannesburg

Reporting To :   Snr Spec :Cyber SEC,IT SEC OPS & PJ DLVR

Grade Level :  E

Reference Number :  6014394

Position Purpose:

•Safeguard Transnet and ICT’s interests and reputation by protecting the organisation’s computer network from internal and

external threats.

PLEASE NOTE: Transnet, its employees or representatives never ask for a fee from job seekers. Any such requests are fraudulent. Please report any

suspicious activities in this regard to the Transnet anti-fraud line on 0800 003 056.



•Provide security thought leadership on core security questions facing the organisation (i.e. data protection, identity and

access management, digital security, data privacy, confidentiality, integrity, device protection, cloud security, availability, etc.)

based on leading security practices.

Position outputs:

•Identify, recommend, and implement improvements to security toolsets and processes.

•Lead and assist in the evaluation and, architecture, design, planning, implementation and support of security solutions.

•Perform risk analysis relating to strategic technologies initiatives.

•Provide guidance and architecture review of proposed security and business functions.

•Identify and develop new security architecture standards for strategic initiatives such as cloud adoption, digital

transformation, etc.

•Serve as an information/cyber security subject matter expert.

•Responsible for developing recommending and executing strategic and tactical business and technology roadmaps in

conjunction with business partners and strategy teams.

•Produce technical reports and presentations on enterprise security approach and solutions.

•Stay abreast of current IT and security industry trends, emerging security technologies, and best practices throughout the

rail, port and pipeline industries.

•Lead and manage the development of Information/Cyber Security Architecture standards and design patterns.

Qualifications & Experience:

•Honours degree in IT related field
•10 years in IT/cyber security
•Relevant certification such as CISSP, CCSP.
•Architecture related certification such as SABSA or TOGAF
•ITIL or COBIT certification.

Standard Job Requirements:
•Valid driver’s license
•Travel as required by the business

Competencies:

Behavioural Competencies:

Strategy & Sustainability
Inspirational Leadership
Business Performance and Delivery
Relationship Management
Corporate Governance & Compliance
Personal Mastery

PLEASE NOTE: Transnet, its employees or representatives never ask for a fee from job seekers. Any such requests are fraudulent. Please report any

suspicious activities in this regard to the Transnet anti-fraud line on 0800 003 056.


